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. n your computer, open the HKMU Duo
On your mobile phone/tablet, download 2FAyW bsit F:htt ’ /pf " d—hk) Under the “Duo 2FA Self-
. . ebsite S:/mfa.nkmu.edu. In .
and install the Duo Mobile App. SUr browser B enrollment” section, follow the steps
u W . .
Y and click “here” to start the
These instructions are for the initial setup to register enroliment
your first mobile device to use Duo Two-factor 2% Duo  Mobile | | #EERE Duo Mobile Go to “Duo 2FA Self-enrollment” section. :
authentication (2FA) when accessing the HKMU ;Aa App [0S App | | & &éa_ gpp %
o . mi B,

Duo 2FA Website in your PC. Store Al TWO-FACTOR AUTHENTIEATION DUO 2FA SELF-ENROLLMENT
If you already have a device configured with Duo and NI L Im 1B
need more 2FA information or make change to add : = ; ; 8
or replace with another device. Please see FAQs and For those Android phone which cannot connect to the : e
Device Management instructions in Google Play Store, user can download the Duo Mobile ‘E*ﬂ = ENROLL YOUR FIRST MOBILE DEVICE
https.//mfa hkmu edu hk APK* (https//dlducsecuntvCom/Dquob”e_latestapk) 7_ o=l # . Follow the "Quick Guides" instructions to perform the enroliment

directly from official Duo website (update information can T Notice:
If you have problem' please Contact IT helpdesk be reference from DUO knOW|edge base WebSIte. P liullr:'fdgrl‘o;:u?rr\:uglsetapllhluhﬂee:‘Duo Mobile" App (by Duo Security LLC) from Apple "App Store™ or Google "Play
2768 6523 or email itohelp@hkmu.edu.hk * User shall Only download and install official APK file a f:n::: Efm:::;.::fe grnnr\;:;e::;is::n::ﬂ-‘Lon:::mrﬂ‘;:,:;;;n:;g.ng o "Enter your

from Duo (click here to the detail) into your mobile device — —

since unofficial APK may be altered by hackers for S

malicious purposes. / N =]

==

g

Login with your Username and Click the “Get started” button. Click “Duo Mobile”. ou DO NOT NEED to provide phone

Password, click “Submit” button. number, click the “l have a tablet” even
— you will register a mobile phone.

1 i
HKMU TWO-FACTOR : _ ¢ Back
AUTHENTICA First, add a device
3 You'll use this to log in with Duo. You can add Enter your phone number
o another option later. You'll have the option to log in with Duo Mobile.
ENROLL FIRST MOBILE DEVICE Welcome to Country code  Phone number
Duo Mobile Recommended y E3 +852 ~ ]

Duo secu rlty Get a notification or code on your device

yesmame Your organization uses Duo Security to protect Example: 5123 4567"

Ysemame your identity. Create an account to get started.
password - Learn more about Duo (5 Continue

Password

| have a tablet

Get started " ’
Secured by Duo

* Mandatory to input
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n your computer, ensure Duo Mobile
App was installed on your mobile
phone/tablet. click “Next” button.

¢ Back

Download Duo Mobile

O your maobile device, download the app fram

the App Store or Google Play.

Mext ‘l

QR code is generated and shown in
the web browser and then use the
installed Duo Mobile app in your
mobile phone/tablet to scan it.

Secured by Duz

Use your mobile phone/tablet camera
(approve the Duo Mobile app to use the

camera if asked) to scan the QR code in
the web browser.

€ Back

Scan this code in Duo Mobile

In the app, select Use QR code 10 scar

< Add account

Add Account

Scan the QR code from your computer

< Back

Scan this code in Duo Mobile

in the app, select Use QR code 10 scar

When successful, input your user
name in the “Account name” field
and click “Save” button in your
mobile phone/tablet screen.

1d:

Organization
Hong Kong Metropolitan University

Account name I

Username or email to be displayed
for this account.

Save

the Duo Mobile App, click “Add”.

On your mobile phone/tablet, open

Q Searct

Accounts

The follow screen will be shown in
your computer web browser. Click
“Continue”.

L

Added Duo Mobile

You can now use Duo Mobile to log in using a
push notification sent to your mobile device.

Continue
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Click “Use QR Code”.
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Add account

Use QR code

TPassword

D G

Amazon

o

W

i

Amazon Web Services

AngelList

App.net

Atlassian
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Setup was completed and then an
email with subject “Welcome to
Duo” will be sent to you.

i

Setup completed!

‘You're ready to log in with Duo.
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When you logon 2FA enabled application (e.g. eHRMS), you will be prompted to confirm your
identity by responding either Duo Push notification or Mobile Passcode using the Duo Mobile
app in your mobile phone/tablet.

L 2FA using Duo Push or .
Password Authentication . Login successful
Mobile Passcode

Duo Push Mobile Passcode




